
Chapter 6: Training and Education
This template provides you with the framework for Chapter 6: Training and Education

6.1

Purpose and Importance

Training is the foundation of a successful internal compliance program. Because products and their end-uses, as well as their strategic trade control requirements continually change, it is critical that all employees, including senior management, empowered compliance personnel, new employees, sales managers, and others involved in export or trade compliance-related activities are knowledgeable about current compliance policies and procedures and the applicable STC regulations. This element will ensure that all employees understand their individual job responsibilities, are capable of effectively administering [insert your enterprise name]’s internal compliance program, and are less likely to commit unintentional STC violations. [Add information here] 
6.2
Responsibility for Training and Education

[Insert name and title of responsible compliance official] is primarily responsible for conducting training related to strategic trade control and ICP at [insert your enterprise name].  The [title of responsible compliance official] may delegate training responsibilities to other individuals, including technical experts, other empowered compliance personnel, and external experts or consultants. 

The decision to enlist external consultants or other compliance experts to conduct an audit shall be determined and arranged by [insert name and title of responsible compliance official], with consent from [insert title of responsible compliance official].
[Insert name and title of responsible compliance official] is responsible for administering and overseeing[insert your enterprise name]’s STC compliance training program. The [insert title of responsible compliance official] is charged with the following responsibilities:
· Analyzing training needs and determining the most appropriate type, style, and format of training.

· Identifying target training groups and customizing the content for each group.

· Developing a training schedule.

· Certifying that necessary or scheduled trainings are completed.

· Maintaining records of all training activities. 

· Developing and updating training materials [in collaboration with functional compliance personnel, technical staff such as product classification engineers, and/or legal counsel].

· Identifying cross-functional training synergies in areas such as ethics or audits.
[Add information here]
[Note: The individual(s) or body tasked with overseeing your enterprise’s STC compliance training activities should consider contacting the national authorities to see whether they provide STC compliance training opportunities for industry. Also, examine relevant government agency websites to determine whether there are instructional materials available that could supplement your compliance training efforts.]
6.3
Structure of the Training Program

In an effort to achieve maximum effectiveness, [insert the name of your enterprise]’s training will be performed for employees through formal training sessions and the informal dissemination of relevant information and awareness-raising resources. 
[Add information here]
6.4
Introductory Training

All new [insert enterprise name here] employees must undergo mandatory STC and ICP awareness-raising training upon hire. 
Topics to be addressed in introductory training for new employees will include: 
[Insert name of training course here]



[Insert date of training]

[Insert name of training course here]



[Insert date of training]

[Insert name of training course here]



[Insert date of training]

[Insert name of training course here]



[Insert date of training]

[Insert name of training course here]



[Insert date of training]

[Add information here]
[Note:  The ICP Guide may be used to train new employees and the “Implementation Resources” section, in particular, can be utilized as an educational resource to supplement your training efforts and employee understanding of STC and ICP-related concepts and issues.]
6.5
Senior Management Training

[Insert the name of your enterprise] provides STC compliance training to senior management to ensure they are fully aware and invested in their STC compliance role and responsibilities. 
Senior management employees that will undergo training include:

[Name]




[Title]



[Location/Unit/Department]
[Name]




[CEO]



[Location/Unit/Department]

[Name]




[COO]



[Location/Unit/Department]

[Name]




[Title]



[Location/Unit/Department]

[Name]




[Title]



[Location/Unit/Department]

Designated senior management officials are required to complete the following executive-level training courses with the frequency prescribed below:
Required training for Senior Management

[Title]
                                       [Insert name of training]                   [Date or frequency of training]

[Title]
                                       [Insert name of training]                   [Date or frequency of training]

[Title]
                                       [Insert name of training]                   [Date or frequency of training]

[Title]
                                       [Insert name of training]                   [Date or frequency of training]

[Title]
                                       [Insert name of training]                   [Date or frequency of training]

Required Literature for Senior Management

[Insert name of literature, article or publication]

[Insert link here (if applicable)]

[Insert name of literature, article or publication]

[Insert link here (if applicable)]

[Insert name of literature, article or publication]

[Insert link here (if applicable)]

[Insert name of literature, article or publication]

[Insert link here (if applicable)] [Insert name of literature, article or publication]

[Insert link here (if applicable)]
[Add information here]
6.6
Intermediate Training

[Insert the name of your enterprise] provides intermediate-level training for employees with export-related job functions or those who regularly deal with compliance-related issues. 
Employees in the following positions will participate in the intermediate-level trainings:

[Name]




[Title]



[Location/Unit/Department]
[Name]



[Program Manager]


[Location/Unit/Department]
[Name]



[Department Head]


[Location/Unit/Department]
[Name]




[Title]



[Location/Unit/Department]
[Name]




[Title]



[Location/Unit/Department]
Designated [insert the name of your enterprise] officials are required to complete the following training courses with the frequency prescribed below:

[Title]
                                       [Insert name of training]                   [Date or frequency of training]

[Title]
                                       [Insert name of training]                   [Date or frequency of training]

[Title]
                                       [Insert name of training]                   [Date or frequency of training]

[Title]
                                       [Insert name of training]                   [Date or frequency of training]

[Title]
                                       [Insert name of training]                   [Date or frequency of training]
[Add information here]
6.7
Advanced Training for STC Compliance Personnel
[Insert the name of your enterprise] is committed to compliance and staying up-to-date with the most current strategic trade control regulations and policies that affect our Internal Compliance Program. As such, advanced trainings are intended to keep [insert the name of your enterprise]’s empowered compliance officials current on legal-regulatory requirements, industry best practices, and emerging STC compliance issues, risks, and trends. 
Participation in both training sessions and conferences sponsored by the government and the private-sector is strongly encouraged at [insert the name of your enterprise]. The [insert title of responsible compliance officials] will also receive literature on current strategic trade control policies and procedures from the Government of [insert the name of the country in which you are operating] and seek to keep abreast of trade compliances best practices by subscribing to newsletters, trade publications, and other international resources for strategic trade compliance information. [Note: Please reference the “Implementation Resources,” “International STC Resources” sub-section of the ICP Guide for links to many trade compliance publications and resources]. [Insert the name of your enterprise]’s advanced trainings may also take the form of [on-line classes, webinars, and/or videos].  
The [compliance official responsible for overseeing training] will regularly identify potential training opportunities and/or resources and communicate these to compliance personnel via the [Intranet, compliance newsletter, memo, email, briefing, etc.]. 
Employees who are directly responsible for ensuring [insert the name of your enterprise]’s STC compliance are required to attend advanced training on at least an [biennial/annual] basis. 
Employees in the following positions will participate in the advanced trainings:

[Name]




[Title]



[Location/Unit/Department]
[Name]




[CCO]



[Location/Unit/Department]
[Name]




[TCO]



[Location/Unit/Department]
[Name]



   [Product engineer]


[Location/Unit/Department]
[Name]




[Title]



[Location/Unit/Department]
Empowered compliance officials [including the CCO, TCOs/TCMs, classification specialists, technical experts, engineers, others?] are required or encouraged to complete the following training courses with the frequency prescribed below:

Required training for Trade Compliance Personnel
[Title]                  [Insert name of training/conference here]               [Date or frequency of training]

[Title]                  [Insert name of training/conference here]               [Date or frequency of training]

[Title]                  [Insert name of training/conference here]               [Date or frequency of training]

[Title]                  [Insert name of training/conference here]               [Date or frequency of training]

[Title]                  [Insert name of training/conference here]               [Date or frequency of training]

[Title]                  [Insert name of training/conference here]               [Date or frequency of training]

Required Literature for Trade Compliance Personnel
[Insert name of literature, article or publication]


[Insert reference or link here]

[Insert name of literature, article or publication]


[Insert reference or link here]
[Insert name of literature, article or publication]


[Insert reference or link here]

[Insert name of literature, article or publication]


[Insert reference or link here]
[Insert name of literature, article or publication]


[Insert reference or link here]
Recommended Literature for Trade Compliance Personnel
[Insert name of literature, article or publication]


[Insert reference or link here]

[Insert name of literature, article or publication]


[Insert reference or link here]
[Insert name of literature, article or publication]


[Insert reference or link here]

[Insert name of literature, article or publication]


[Insert reference or link here]

[Insert name of literature, article or publication]


[Insert reference or link here]
[Add information  here]
[Note: Please reference the “Implementation Resources,” “International STC Resources” sub-section of the ICP Guide for links to many trade compliance publications and resources.].

6.8
 Refresher Training

The [Chief Compliance Officer or individual responsible for overseeing training] is responsible for ensuring that employees fully-understand [insert your enterprise name]'s Internal Compliance Program and how strategic trade controls affect their duties and responsibilities. 

As such, [insert your enterprise name] will conduct refresher training workshops and meetings in an effort to enhance employee awareness of STC requirements and update employees on regulatory developments. 

All [insert your enterprise name] employees must attend [at least one] refresher training course on strategic trade controls every year. 
The following is a list of all job titles in need of compliance and ICP training and the specific training courses each person should attend:
[Title]
                       [Insert names of required refresher training courses]

[Insert  frequency]

[Title]
                       [Insert names of required refresher training courses]

[Insert  frequency]

[Title]
                       [Insert names of required refresher training courses]

[Insert  frequency]

[Title]
                       [Insert names of required refresher training courses]

[Insert  frequency]

[Title]
                       [Insert names of required refresher training courses]

[Insert  frequency]

[Add information here]

A list of attendees will be maintained to assure attendance by all enterprise personnel and record of training courses completed. 
[Note: It is highly recommended that your enterprise administer a test or quiz at the conclusion of each training activity (irrespective of the audience) in order to assess subject matter comprehension and retention. Some enterprises provide positive incentives to trainees in the form of awards, prizes, and other forms of recognition during and after training and will often publicize which employees, units, or departments scored highest on the trade compliance test or quiz.]. 

At the conclusion all trainings, the instructors will administer a quiz/test to assess the subject matter comprehension and retention of the attendees. [Insert your enterprise name] employees, business units, or departments that score highest on the quiz/test will be recognized and awarded [prize, reward, publicity?].
[Note: It can be useful to provide trainees with job aids and other tangible takeaways that provide them with compliance-related guidance and tools to use when they return to their jobs. The “Implementation Resources” section of the ICP Guide contains a numerous valuable job aids that can be provided to employees.]
6.9
 Informal Awareness-raising

In addition to formal training sessions, [insert the title of the responsible compliance official (e.g. CCO)] is responsible for ensuring that all employees are informed about changes or amendments to the Internal Compliance Program in a timely manner. This will be accomplished through internal communications in the form of:
· Ad hoc verbal exchanges;

· Written Memoranda; 

· Announcements; 
· Periodic distribution of [insert names of documents that will be used for on-going awareness raising];

· Publication and distribution of an [“Internal Compliance Program Handbook”];

· Periodic advisements through the [Intranet, Internet, video, or email];

· [Desk training and online tutorials using electronic media, such as the internet or CD/DVDs]; 

· [STC Compliance Update Newsletter or STC Compliance Awareness Day or Week].
[Insert the name of your enterprise]’s empowered compliance officials and others knowledgeable on strategic trade control or internal compliance issues [insert titles here] will be available to employees to answer questions and provide guidance when necessary or appropriate.
[Add information here]
[Note: The “ICP Implementation Aids” section of the ICP Guide website contains a compliance newsletter template and numerous STC training–related resources/aids that can supplement your STC compliance training efforts.]
6.10
Training Documentation

[Insert the name of your enterprise]’s Chief Compliance Officer [or other responsible compliance official(s)] will maintain records of dates, topics, format, and attendees for all STC compliance training sessions and activities. [Insert the name of your enterprise] will also retain records of employee participation in external events, conferences, and seminars; and/or the completion of any online courses. Additionally, employees will complete a [mandatory/voluntary] feedback form at the conclusion of each training activity in order to gauge the impact and effectiveness of the training.  All insights and suggestions made on the feedback form will be documented and recorded by [insert he title of the responsible compliance official] and used to augment [insert the name of your enterprise]’s future training and awareness-raising efforts. 

All training records will be preserved in accordance with established recordkeeping procedures for a period of no less than [five years] and each employee’s personnel file will include a record of STC compliance-related training completed.

Sections 6.12 through 6.14 (below) contains three job-aid templates to assist in documenting the [insert the name of your enterprise] training program:
1. Training schedule template

2. Training description template 

3. Training attendance template

[Note: The “ICP Implementation Aids” section of the ICP Guide contains additional training resources and job aids that can assist your enterprise in implementing and documenting training activities].
6.11
Updating Training Materials

[Insert the name of your enterprise] recognizes that is essential for all training materials to be kept relevant and up-to-date. When changes occur to relevant STC laws or regulations, national control lists, or internal policies or procedures, [insert the name of your enterprise]’s training materials will be amended correspondingly, and in a timely fashion. 
Updates to training materials are to be conducted by [individual(s) responsible for conducting and/or overseeing STC compliance training activities] in collaboration with [other functional compliance, technical, and legal personnel]. 

At a minimum, [insert your enterprise name here] compliance training materials will be reviewed and if necessary, updated, on an [annual] basis. 
6.12
Sample Training Schedule 

[Insert the name of your enterprise] views STC compliance training as an ongoing and continuous effort, and at a minimum, our employees will receive compliance training on an annual basis.

[The template below can be customized to notify employees of STC compliance training seminars.]



6.13
Sample Training Topic Description
[The template below can be customized to describe the types of STC compliance training that is available to employees within by your enterprise.]
	Title:
	[Insert Course title, EXAMPLE: [National Control List Development and Implementation]


	Course Number
	[ABC-123]
EXAMPLE: [NCL-101]

	Brief Description
	Topics to be discussed and purpose of training

[EXAMPLE: [The National Control List Development and Implementation Course provides the participants with an overview of the four multilateral export control regimes, technical details regarding each of the international lists, and the process of integrating those independent lists into a master National Control List.]

	Prerequisites
	Previous training required or prior exposure to certain STC compliance topics? 

[EXAMPLE: Completed the  “Introduction to Strategic Trade Control and Internal Compliance Programs [ISIC-101]

	Objectives
	Course objectives and relevance to business operations 

[EXAMPLE: The National Control List Development and Implementation Course consists of seven lectures and is augmented by four classification case studies.  The course is geared toward staff with export and compliance-related responsibilities and other employees who would like to learn about best practices and uses of  a National Control List.  The course covers three major areas:

1. The history and processes related to each multilateral export control regime (e.g. Australia Group, Missile Technology Control Regime, Nuclear Suppliers Group, and Wassenaar Arrangement),
2. The integration of those lists into a single National Control List using the European Union Control List Model,
3. The catalysts for change on National Control Lists and international control lists.

The case studies illustrate how exporters and licensing officers use a National Control List to appropriately classify strategic items. Proper classification is one of the most significant steps to achieving appropriate licensing decisions.  The case studies are interwoven with the lectures .]   

	Course Material
	Handouts, case studies, policy statement, manual, etc.

[EXAMPLE: Participants Guide, distribution of the 4 case studies]

	Length 
	Hours/days

[EXAMPLE: Two days, 9:00 am to 4:00 pm]

	Instructors
	Person, Title, Department

[EXAMPLE: Mr. Richard Jones, Chief Compliance Officer, Boeing

	Course Status
	Course available at the current time, other offerings, online video, etc.?

[EXAMPLE: Course is available on June 17-18, 2017 or August 10-11 at Main Campus, Corporate Headquarters  in Seattle, Washington. The training will be made available in the form of a webinar on September 1, 2017 via the Intranet.]


6.14
Sample Training Attendance Form

[The sample attendance form below can be used by your enterprise to document attendance at STC compliance trainings.] 
NAME OF TRAINING COURSE:_______________
_____               DATE:


NAME AND TITLE OF INSTRUCTOR:


LOCATION OF TRAINING:


	Name of Participant

(PLEASE PRINT)
	Job Title/Department
	Signature

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


ICP





ICP Manual 


COLOR KEY- delete this entire box before printing





Red text  		Instruction for the person writing the manual and should be deleted when you are ready to print. 





Blue text 		Suggested content that should be customized for your enterprise.








Black text 	Part of the basic structure of the manual.








Memorandum to employees of [insert your enterprise name here] 





For employees in the following positions or units: [insert job titles here]





[Insert date here]





Subject:  [Strategic Trade Control Training Course]


Issued By: [Insert name and title of responsible compliance personnel]


Contact: [Insert name of contact]





As part of our on-going Internal Compliance Program, a seminar will be held on [insert date here] on [insert training topic here].  The program will be held in Room [X] in building [Y] at [insert address here]. It is strongly recommended that all employees with compliance or export-related responsibilities attend this seminar.  





A sign-up sheet will be circulated on paper as well as by email.  Please contact [insert name and tile of person responsible for overseeing or conducting training here] to sign up for this training program.





A training topic description is attached to this notification memo.
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